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1. About Work Examiner Professional system

Quite often in big companies the key performance indicators are associated with evaluation
of end results of the staff activities, and they do not account for the qualitative component
and missed opportunities. Thus formally the employee can write the whole day for one task
implementation, actually spending just two hours for that.

Work Examiner Professionalsystem is the solution that will help to conduct qualitative
analysis of working time usage and to find staff productivity points of growth . With the help
of Work Examiner Professional every middle manager will be able to know exactly how
working hours of his subordinates are spent. Thus, the system will allow to see the situation
of usage of company time resources bottom-up at all necessary levels of control (sector->
division-> department).

Work Examiner Professional is designed for the needs of small and medium businesses and is
aimed primarily at middle managers, HR department and top management.

Work Examiner Professional allows you to:

A lncrease employees productivity

A Reduenerkingtimeofemployeesd computer use

A Pl an time and human resources consummati on |

Components of Work Examiner Professional system :

WE Client is a client module required to collect data from computer on which it is installed.
Does not have a user interface, but can be installed (and removed) both locally and
remotely.

WE Server connects clients, customer database and consoleof system administration.

WE Console provides complete control over all components of Work Examiner Professional
system.

Main func tions of Work Examiner  Professional system:

1. Internet Monitoring

Unlike traditional solutions that provide data on volume of information received from Web
resources, Work Examiner Professional system provides the information on the time spent by
the employees to view Web sites. With Internet Monitoring function you can determine which
one of your staff conducts most time in the Internet , what sites and when are visited most
frequently. With report wizard you can flexibly generate reports on use of Inte rnet resources
by various criteria. Also on the basis of these data you will be able to conduct a comparative
analysis of your employees work in the Internet.

2. Application Monitoring
Application Monitoring function allows to determine how long your emp loyees work in
different applications. You can filter the data by different criteria when viewing the statistics.

3. Attendance Tracking



One of the features of Work Examiner Professional system is staff attendance monitoring, as
well as monitoring of th eir daily, hourly or weekly activities at the computer. Thus itis
possible to identify lateness, truancy, unauthorized use of the computer, as well as leaving
from work in case it should be performed at the computer.

4. Internet Filter ing

Internet Filtering allowsyout o0 manage empl oyeesd Roctceeesm@oyee o
or group of employees it is possible to determine when and which sites they can visit. With
the tools of grouping of websites, users and computers, as well as the use of white a nd black
lists it is possible set the policy of staff access to the Internet very flexible, fast and
convenient way. The specified access policy will come into force within a few minutes for all
computers in the organization that are running client modules of Work Examiner Professional
system.

5. Applications Filter

Applications Filter allows you to regulate how users work with applications. So you can
disable certain applications from running or to run all applications except those specified. If
the application is not available in database it can be added there manually.

6. Report Jobs

You can include several reports in the job. There is a function of generation parameter
settings for each individual report. Report publication in a specific folder on th e server on
your LAN can be configured. Furthermore you can flexibly set a time schedule for each job.

7. Reaktime monitoring

With Work Examiner Professional system you can check what your employees are doing at
any time, as well as view the list of all running computers connected to the server. Reaktime
monitoring allows you to see in what applications your employees are working now or what

web sites they are visiting, to check the presence of the employee (whether he works at the

computer at the moment or away from it). In addition, when viewing the list of user sessions
you can use a filter of user groups.

8. Quick Reports

Quick Reports function allows you to quickly view the statistics of staff work at the computer.
A set of standard concepts, available when viewing statistics by using the Quick Reports
function will show you the statistics in the context of use the Internet or applications by the
employees. When using the Quick Reports function it is possible to set the time interval for
report generation flexibly.

9. Linked reports
Linked Reports function allows users to build reports conveniently while in various sections of
the console in nature, whether it is a user, computer, website or application.

10. Organization Uniting

Work Examiner Professional system allows you to display current structure of the
organization departments in linear form. For this purpose Subdivisions are used which may
include Users, User groups, and Computers.

11. Automatic Grouping
For objects Web Site and Application the automatic grouping is provided. On the basis of
automatic grouping rules when you add these objects in a database of Work Examiner

t



Professional system they can be automatically assigned to one group or another. In the
future, the system administrator can move a web site or application to another group.
Automatic grouping significantly reduces the total cost of system ownership.

12. Reports Export

Each report generated in the system can be exported in various formats. The system
supports about ten data formats. Reports Export allows managers to view the various reports
on use of the Internet and applications at the computer of any employee in convenient form.

13. Multi-User Mode

Work Examiner Professional allows several users to work with the console simultaneously
from different computers. Access rights can be set for each user, allowing the user to see

only the information that he or she has access to. For example, you can set Work Examiner
Professional so that every manager can view only the statistics of using the Internet and

applications by his employees.

14. High Performance

In Work Examiner Professional special attention is given to the efficiency of the solution. To
achieve this, Microsoft SQL Server is used as the database management gstem. All this
allows a large number of users to work simultaneously and get reports of any complexity in
just seconds.

15. Scalability

Work Examiner Professional differs from version Work Examiner Professional by scaling
features. Depending on your IT framework you can choose the most convenient scenario of
distributing the solution considering your performance requirements.

2. Install of Work Examiner Professional system
2.1.Prepare to installWork Examiner Serverapplication

Work Examiner Server requires Microsoft SQL Server (versions 2000 or higher, MSDE and
Express Editionare also supported). SQL Server must work in ¢ mixed mode é of security.

WE_Server.exe installer can itself load and deploy DBMSMS SQL Server 2005 Express Edition
when choosing ¢ Standarde installation mode (installation modes are described further).

If the installation if not possible or you wish to install MS SQL Server yourself we recommend
you to download free version of MS SQL Server 2005 ExpressEdition (supports MS Windows
Vista, limited to 1Gb of RAM and limit of database of 4Gh) at the address:

http :// www.microsoft.com/downloads/details.aspx?FamilylD=220549 b5-0b07-4448-8848-
dcc397514b41&displaylang=en.

Now you can start installation of Work Examiner Professionalsystem in three steps described
further .

2.2.Installing Work Examiner Serverapplication

Step-1: you need to install Work Examiner Server application first:


http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&displaylang=en

A Run WE_Pro_Server.exedand follow installer instructions. 2 installation types will be
offered

Work Exarminer Profeszsional DB Wizard | | |

Choose required action. __

@ Standard inztallation - will gilently install all required components with minirmm

= requestz. Recommended for inexperienced users.

 Advanced installation - choosze existingMS SUL Server instance. deploy new
~ 1 Work, Examiner Profezsional database and create WE admin account,
Fecommended for experienced users,

o Standardi deployment and configuration of all the necessary components with minimum
of requests. Recommended for inexperienced users

o0 Extended i Select an existing MS SQL Server, installing new database and creation of
Work Examiner administrator account. It is recommended for advanced users.

2.2.1.Standard installation of WE Serverapplication

When you choose a standard installation the installer will download MS SQL Server 2005
Express Edition software from the official site of the manufacturer. SQLEXPR.EXE file will be
saved in WE Server installation folder (by default C:\Program FilesWork Examiner
Professional Server). In case of problems with downloading a file, it is recommended to
delete it so that the program download it again (otherwise the installer will attempt to run
the "broken" file), because if SQLEXPR.EXEs present the installer will not download it again,
and immediately proceed to install MS SQL Server. Therefore, in the absence of Internet
accessyou can place your SQLEXPR.EXE WE Server folder downloaded manually from the
official site of Microsoft: http://download.microsoft.com/download/e/a/4/ea4b699b -bec4-
4722- 96d3-254580ed7f9e/SQLEXPR.EXE


http://download.microsoft.com/download/e/a/4/ea4b699b-bec4-4722-%2096d3-254580ed7f9e/SQLEXPR.EXE
http://download.microsoft.com/download/e/a/4/ea4b699b-bec4-4722-%2096d3-254580ed7f9e/SQLEXPR.EXE

Work Exarminer Professional DB Wizard

M5 50L Server download. .

Dovnloading kM5 SOL Server 2005 Exprezs Edition setup package...
-—— |

14% campleted [7.75 Mbytes from 55,37 kMbytesz] 812 Khytesheec, 0m. 36z left

Cancel

Further downloaded MS SQL Server distributionpackage will be installed with the following

parameters:
Alnstance name: WORKEXAMINER

A Authentication mode: mixed (windows and
A SA password: workexaminer

Other options will be preserved by default.



=<zional DB Wizard

M5 SGL Server installation...

Inztaling M5 SEL Server 2005 Express Edition...

Windowes [nstaller 4.0 Found
Mizrazaft MET Framewark, «2 050727 Found
Extracting M5 SOL Server 2005 Express Edition zetup files...

| [ Cancel

Then database of Work Examiner Professional system will be deployed.



Work Examiner Professional DE Wizard

Deploying the WE database...

Current connection string: Provider=SG0LOLEDE .1 Integrated Secunty=55P1:Persist Security
Info=F alze;Data Source=shhwORKEXAMINER

Loading we_db_script.zql ...

AScriptFile: ...

Executing we_db_scrph.egl ...

Cancel

After installing the database the user-administrator of System Work Examiner Professional
system will be created with login "admin" and password "we". If such user already exists in
the database, the request will appear to change the password:



j M5 SQL Server login "admin already exists, Do you want to change his password?

Yes Mo

At the end of the installation you'l | see important information needed to enter WE Console i
administrator WE login and password created automatically. Default system administrator
login i "admin”, password - "we".



EATETE AL e

Finished...

M5 SOL Server 2005 Expreszs Edition wasz installed succezsfully.

[MPORTAMT: Here are "Work Examiner admin credentialz uged for WE Console:
login: admin
paszword: we

2.22.Extendedinstallation of WE Server application

Extended installation of WE Server application presupposes the existencein the network or

on the computer deployed and working MS SQL Server 2000/2005 software with the
authentication mode¢ mi xed authenti cati on nTbaluser rfunmingntteo ws
setup program should have the administrator rights of the MS SQL Server.

First step will require setting the Database server i full path to a copy of your MS SQL
Server. Please note that copies of the MS SQL Server other than the standardinstalled are
specified as [server name]\[copy hame]



Work Examiner Professional D

M5 SOL Server connection properties. ..

Specify databasze zettings

Database server SERVYER1WWIORKE=AKMIMER

D atabaze name WE

Specify the authentication mode
(7 Use Windows account infarmation

@ Use SOL Server authentication account

|zer name £a

xxxxxxxxxxxxxxxxx71

Paszword

| | cancel

Then you must create an account of Work Examiner Professional system administrator, which
will be used to log into WE console If the selected account already exists in MS SQL Server
database installation wizard will offer to chan ge the password to new or leave it unchanged.



Work Examiner Professional DB Wizard

Work Examiner adminizstrator credenhals. .

Creating Work Examiner admimstrator account

|zer name adrmin

EEREET

Paszword

Paszword confirmatian ]

| | cancel

Then Work Examiner Professional database will be deployed with parameters set before
(database server, database name, user authentication mode).



Work Examiner Professional DE Wizard

Deploying the WE database...

Current connection string: Provider=SG0LOLEDE .1 Integrated Secunty=55P1:Persist Security
Info=F alze;Data Source=shhwORKEXAMINER

Loading we_db_script.zql ...

AScriptFile: ...

Executing we_db_scrph.egl ...

Cancel

After installing the database a user-administrator of Work Examiner Professional system is
created with login and password that you specified earlier. If such user already exists in the
database, the request will appear to change the password:



Work Examiner Profe

Deploying the WE database...

i M5 SQL Server login "admin already exists, Do you want to change his password?

Yes Mo

WE Serverapplication installation is complete; you can start installing WE Console
application.



Work Examiner Professional DE Wizard

Fimizshed. _.

2.3.Installing Work Examiner Consoleapplication

Step-2: Installing Work Examiner Console
A Run &E_Pro_Consoleexedand follow the instructions of installer .
A Run WE Console connect to WE Server. While connecting to WE Server enter login
and password which you set during installation of WE Serverapplication.
A Now you can install WE clients remotely, manage other system users (e.g., create
managers), group users of your company etc.

Bow you are ready to install clients.

2.4. Installing Work Examiner Clientapplication

You can install clients remotely i from console i or locally i from distribution package.
Remote installation is described in p.3.2.

For remote installation you will need administrator rights on client PC. If you do not have
them for your account, the console will ask for username \ password of client PC

administrator.

3. Working with  Work Examiner Console application



3.1.Connecting toWork Examiner Server

To connect to WE Sever in main menu of the program select d-ile -> Connectd Then select
connection data which were set during WE Server installation:

Connecting to server...

IJzer Authentication

Server WE_SErvYEl_computer
Logir: admin
Fazsword:

Save authentication data

[ Use custom connection string:

Connect ] ’ Cancel

User accounts management is described in details in Security section.

3.2. Remoteinstalling of Work Examiner Professional system clients

For remote installation of Work Examiner Client application select ‘'Tools -> Install Clients' in
main menu of WE Console application.



‘Work Examiner Client installation

z [l Analyze
31 Contral Flease select install and client options

Ingtall Optiong

Work Examiner server network address the clients will connect to

Install Path
C:AProgram FileshwE_Clienth

In appeared Remote Installation Wizard specify the following parameters:

A Server address of Wak Examiner Server (the default is server name, to which Work
Examiner Console is currently connected);

A Folder where clients of Work Examiner Professionalsystem will be installed;

A List of computers that require WE clients installation.



=) 192.188.1.2
@ Monitor
B3t Manage
-l Analyze
B‘ Cantral Add computers where the client prograrm will be installed to the list

Cornputer

Install: Adding a Computer

Computer Mame [without "4

emplopee-pc-1

FRemove ]

[ [ s ||

Remote installation requires administrative rights on those computers, where clients will be
installed (to check permission rights on the selected computer, click 'Start' then choose 'Run
..., write \ [Remote_Computer_Name]\admin$, and press Enter) .

You can form the list of computers at this stage in several ways: add computer names
manually, use built-in capability of Network Environment explorer, as well as by importing a
list of computers from file.



Wark Examiner Client installaticn wizard (2 of 3]

Add computers where the client program

will be installed ta the list

Cornputer

] [ Renove |

Manually

From Met Hood

Ingtall

From file

File should contain a list of computers (in form of computer name or its IP-address).

After selecting a file containing list of computers, the wizard will check access rights to each

of

| Lixt - Notepad =T

File Edit Format WView Help

employee-pc-1
employee-pc-2
employee-pc-3
employee-pc-4

192.168.1. 32
192.168.1.4

them and add t hem

to the 1|1 st for

cl

ent so



Add computers where the client program will be installed ta the list

Computer
employee-pc-1
employee-pc-2
employee-pc-3
employee-pc-4
192.168.1.3
192.168.1.4

Remoyve ]

[ Instal

After successful completion of remote installation of client the computer s with installation
should appear in Monitoring section within 30 seconds.

3.3. Monitoring

In Monitoring section there is a list of user sessions running on computers with installed
Work Examiner Professional system clients, which are currently connected to Work Examiner
Server. In Monitoring list the following information is displayed:

A Username

Computer;

Status;

Application;

Window.

> > > >



If remote computer has a client of Work Examiner Professional system installed, but there
are no users on that computer logged on, the line will be added to Monitoring list with

username "no users logged on" and corresponding computer name. If the user does not do
anything with computer for more than 3 minutes, his status in Monitoring list is changed to

"inactive".

Monitoring branch on left panel displays organizational structure, allowing you to navigate
through units. Management of units is described in Section 3.4.

Toolkit of right panel gives the opportunity to view a report on selected object. To do this,
select user and click Quick Report on toolbar. Quick Report also can be viewed by double
clicking on selected object.

Quick Report is based on condition of filtration "AND" (see p.3.5) and is presented in HTML-
format.
































































































































































































