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1. About Work Examiner Professional
Work Examiner Professional is a multi-tier solution for computer activity monitoring. It was designed
both for small businesses with dozens of PCs and enterprises or universities with thousands of PCs.
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Here is a brief description of Work Examiner components:




WE Client — client module used for gathering pc usage data directly from the computer it's installed
on. Has no Ul, but may be installed\uninstalled locally as well as remotely.

WE Server —is connected by clients for activity data transferring and some other interaction. Works
like a bridge to connect clients, consoles and database.

WE Console — provides full control of all WE components. It supports user authorization. E.g.
different users may have access to different PCs (like manager->his department only).

2. Installing Work Examiner Professional

2.1. Prepare to install Work Examiner Server application

Work Examiner Server requires Microsoft SQL Server (versions 2008 or higher, SQL Express Edition is
also supported). MS SQL Server must work in «mixed mode» of security.

WE_Server.exe installer can itself load and deploy MS SQL Server 2012 Express Edition when
choosing «Standard» installation mode (installation modes are described further).

If the installation is not possible or you wish to install MS SQL Server yourself we recommend you to
download free version of MS SQL Server 2012 Express Edition (supports MS Windows Vista\Win7,
limited to 1Gb of RAM and limit of database of 4Gb) here:

https://www.microsoft.com/en-us/download/details.aspx?id=29062

Now you can start installation of Work Examiner Professional system in three steps described further.

2.2. Installing Work Examiner Server application

Step-1: you need to install Work Examiner Server application first:

=  Run ‘WE_Pro_Server.exe’ and follow installer instructions. Several installation types will be offered

Note: by default Spy features are disabled during the installation. You may choose to enable them on the
Select Components step:


https://www.microsoft.com/en-us/download/details.aspx?id=29062

Select Components
Which companents should be installed?

Select the compaonents you want to install; dear the components you do not want to
install, Clicdk Mext when you are ready to continue.

| installation with spy features: visible and turned on for all PCs v |
Installation without spy features

Installation with spy features: visible but not turned on
Custom installation
III Do not hide Spy Features: real-time surveillance and reports
i [¥f] Turn on Screens Recording for all PCs
[¥] Turn on Keystrokes Recording for all PCs
Turn on E-mails Recarding for all PCs
.. [@] Turn on Instant Messages Recording for all PCs

m

Spy features can be enabled to be visible with recording turned off - to prevent all PCs tracking. You may
enable recordings later in Client Options.

Work Examiner Professional DB W

Choosze required action. __

@ Standard inztallation - will zilently install all required compaonents with minirmm
= requests. Recommended for inexpenenced users.

 Advanced installation - choose existing M5 SHL Server instance, deplop newv
(1 whark Examiner Profeszional databaze and create WE admin account.
Fecommended for experienced users,

Mext ] ’ Cancel

Standard — deployment and configuration of all the necessary components with minimum of requests
Recommended for inexperienced users.

Extended — Select an existing MS SQL Server, installing new database and creation of Work Examiner
administrator account. It is recommended for advanced users.



2.2.1. Standard installation of WE Server application

When you choose a standard installation the installer will download MS SQL Server 2012 Express
Edition software from the official site of the manufacturer. SQLEXPR.EXE file will be saved in WE
Server installation folder (by default C:\Program Files\Work Examiner Professional Server). In case of
problems with downloading a file, it is recommended to delete it so that the program download it
again (otherwise the installer will attempt to run the "broken" file), because if SQLEXPR.EXE is
present the installer will not download it again, and immediately proceed to install MS SQL Server.
Therefore, in the absence of Internet access you can place your SQLEXPR.EXE to WE Server folder
downloaded manually from the official site of Microsoft:  https://www.microsoft.com/en-
us/download/details.aspx?id=29062

F‘H‘H’urk Examiner Profeszional DE Wiza

M5 SGL Server download. ..

Diownloading MS SOL Server 2005 Express Edition setup package...

——— |
14% completed [7.75 bMbuotes from 55,37 Mbutez) 512 Kbyteshzec, 01m. 36s. left

Cancel

Further downloaded MS SQL Server distribution package will be installed with the following
parameters:

¢ Instance name: WORKEXAMINER

* Authentication mode: mixed (windows and sql)


https://www.microsoft.com/en-us/download/details.aspx?id=29062
https://www.microsoft.com/en-us/download/details.aspx?id=29062

* SA password: WorkExaminer$123

Other options will be preserved by default.

=zsional DB Wizard

M5 50L Server installation. _.

Inztalling kS SOL Server 2005 Expreszs Edition....

Windaws [nztaller 4.0 Faund
Microzoft MET Framewark w2 0.50727 Found
Estracting MS SOL Server 2005 Express Edition setup files. .

| ’ Cancel

Then database of Work Examiner Professional system will be deployed.



Motk Dremine: Pl o

Deploying the WE database...

Current connection sting: Provider=5GLAOLEDE. 1 Integrated Security=55P1 ;Persist Security
|nfo=Falze:Data Source=sh\WIORKE<AMINER

Loading we_db_script.sql ...

AScriptFile: ...

Ewecuting we_db_script.zql ...

Cancel

Current windows user should be added to WE as admin (windows authentication is supported). Also,
MS SQL user with login "weadmin" and password "WorkExaminer$123" should be created too.

2.2.2. Extended installation of WE Server application

Extended installation of WE Server application presupposes the existence in the network or on the
computer deployed and working MS SQL Server 2008 or higher software. The user running the setup
program should have the administrator rights of the MS SQL Server.

First step will require setting the Database server — full path to a copy of your MS SQL Server. Please
note that instances of the MS SQL Server other than the standard installed are specified as [server
name]\[ instance name]



Work Examiner Professional DB Wizard

M5 S5GL Server connection properties. ..

Specify databasze zettings

Database server SERYERT\WWORKE=AMINER

L atabasze name WE

Specify the authentication mode

(7 Use Windows account information

@ Use S50L Server authentication account

Ilzer name £a

xxxxxxxxxxxxxxxxx)i

Paszward

| | Ccancel

Then you must create an account of Work Examiner Professional system administrator, which will be
used to log into WE console. If the selected account already exists in MS SQL Server database
installation wizard will offer to change the password to new or leave it unchanged.



Work Examiner Professional DB Wizard

Work Examiner administrator credenhials. .

Creating Work Examiner administrator account

IJzer name admin

HEREHN

Paszword

Password confirmation ]

[[ Mew | | Ccancel

Then Work Examiner Professional database will be deployed with parameters set before (database
server, database name, user authentication mode).



Current connection sting: Provider=5GLAOLEDE. 1 Integrated Security=55P1 ;Persist Security
|nfo=Falze:Data Source=sh\WIORKE<AMINER

Loading we_db_script.sql ...

AScriptFile: ...

Ewecuting we_db_script.zql ...

Cancel

After installing the database a user-administrator of Work Examiner Professional system is created
with login and password that you specified earlier. If such user already exists in the database, the
request will appear to change the password:



Work Exarminer Profe

Deploying the WE databasze.

i M5 S0L Server login “admin'' already exists. Do you want to change his password?

Yes Mo

WE Server application installation is complete; you can start installing WE Console application.



Work Examiner Professiona

Finizhed. _.

2.3. Installing Work Examiner Console application

Step-2: Installing Work Examiner Console

= Run ‘WE_Pro_Console.exe’ and follow the instructions of installer.
Run WE Console, connect to WE Server. While connecting to WE Server enter login and

password which you set during installation of WE Server application.
Now you can install WE clients remotely, manage other system users (e.g., create managers),

group users of your company etc.

Now you are ready to install clients.

2.4. Installing Work Examiner Client application

You can install clients remotely — from console — or locally — from WE_Client.exe distribution package.



Locally

Local client installation is optional because it is needed only when you have no admin rights on
remote PC and remote client deployment is impossible.

Installation from WE_Client.exe will require to fill in WE Server computer’s name (or IP address), other steps
are formal.

2] Setup - Work Examiner =

Networking Options
Waork Bxaminer Server network path

Flease enter WE Server computer networkc address (1P or name).

Worc Bxaminer Server address

COrpserver

If you install WE Client over the old version, the setup program will ask for update confirmation.

&l Previously installed and running WE Client instance was found. Do you

WY wantto proceed with an update?

fa | [ he

If old version is installed in a folder different from c:\Program Files\WE_Client\ - setup will ask for WE Client’s
folder path.

Remotely



Remote installation requires administrative rights on those computers, where clients will be installed
(to check permission rights on the selected computer, click 'Start' then choose 'Run ...", write \
[Remote_Computer_Name]\admin$, and press Enter) .

For remote installation of Work Examiner Client application select '"Home -> Install Clients' in main
menu of WE Console application.

| Work Examiner Profession:
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1& Connect

‘Q Disconned
B 1nstall Clients
| \ninstall Clients

CC
&2 Client Builder Ehe

Language ¥

Help b

2% Server Options [ Exit

WE Clients installation wizard will appear:



Pleasze select install and client options

[nztall Options

Wark, Examiner zerver netwark, address the clients will connect ka
SH -

Inztall Path
C:AProgram FilesWWwE_Clienth,

Here you may specify the following parameters:

= Server address of Work Examiner Server computer (the default is server name, to which Work
Examiner Console is currently connected);

= Folder where clients of Work Examiner Professional system will be installed;

= List of computers that require WE clients installation.



P Work Examiner Clein

Add computers where the client program will be installed to the st

Computer

Remove _]
Manually

From Met Hood [Fstall

From file

You can form the list of computers at this stage in several ways: add computer names manually, use
built-in capability of Network Environment explorer, as well as by importing a list of computers from

file.

File should contain a list of computers (in form of computer name or its IP-address).

File Edit Format WView Help

employee-pc-1
employee-pc-2
employee-pc-3
employee-pc-4

192.168.1.3
192.168.1.4

After selecting a file containing list of computers, the wizard will check access rights to each of them

and add them to the list for clients’ setup.



2% Work Examiner Clietit

Add computers where the client program will be installed to the list

|I:|:|mputer
employee-pc-1
employee-pc-2
employee-pc-3
employee-pc-4
192.168.1. 3
192.168.1.4

Rermowve ]

[[ instal

After successful completion of remote installation of client the computers with installation should
appear in Users&PCs - User Sessions section within 30-60 seconds.



